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Abstract. A home network system consists of multiple networked apigkss,
intended to provide more convenient and comfortable liieghome users.
Before being deployed, one has to guarantee the correcthessafety and the
security of the system. Here, we present the approach choselidate the Java
implementation of one home network system. We relies on dkria #Modeling
Language (JML), to formaly specify and validate a model efskistem. it.

1 Introduction

Emerging technologies enable general household appBaiocbe connected to LAN at
home. Such smart home appliances are generally called retd/appliances. A Home Net-
work System (HNS) consists of multiple networked applianégtended to provide more con-
venient and comfortable living for home users. Researchdawtlopment of the HNS are
currently a hot topic in the area of ubiquitous/pervasivepating. Several HNS products are
already on the market (e.g. Hitachi (2007); Matsushita {200oshiba (2007)).

A HNS provides many applications and services. They typjidake advantage of wide-
range control and monitoring of appliances inside and datdie home. Integrating different
appliances via a network yields more value-added and polsefvices (see Kolberg et al.
(2003)), which we call HNSntegrated services For instance, orchestrating a TV, a DVD
player, 5.1ch speakers, lights, curtains and an air-cimmgit implements an integrated service,
calledDVD theater servicewhere a user can watch movies in a theater-like atmosphere.

For practical use of such services, it is essential to guaeatihe correctness, the safety
and the security of the services. A service should behavpexsfied (functional correctness).
It must be free from the conditions that can cause injury @tlléo users, damage to or loss
of equipment or environment (safety). And it must be pradagainst malicious adversaries
to intrude or hijack the service (security). For instanc&ReamotelLoclservice (that checks
and locks doors and windows even from outside the home) neudidabled in case of a fire;
otherwise a user might be locked into the room.



